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th your profile

Be careful not to give out too much info on your
social media or gaming profiles. Details like
your full name, address or school’s name
could all help strangers to actually find you
offline. A trusted adult can help you make your
profiles private - so only your family and
actual friends can contact you.

¥now how to deal with bullies

Sadly there are people online who enjoy
picking on other users. If you ever feel like
you're being bullied online - by anyone, not
just someone from school — talk to a trusted
adult about it. Together, you can discuss
possible steps, such as blocking or reporting.
the person who's targeting you.

Report offensive in-game chat

If you e online with your mates, you'll
know things can get competitive and heated
on the in-game chat. Playing against people

you don't know {eapeciolly they're older)

raises the risk of offensive comments and even
threats. Our advice? Find out how to block or
mute those bad losers.
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Lock your devices
Taking your phone or tablet to school? Turn
password protection on. It keeps your private
info safe and stops anyone accessing your
device without permission, Passwords should
be memorable to you - but difficult for anyone

else to guess. Get a trusted adult to write it
down in case you forget it!

Most people in a relationship chat to their
partner online. Just be mindful that once you
send a pic or message (even if it's private), you
no longer control who else might see it.
Messaging someone you've never actually
met - and who might not be who they say — is
definitely best avoided.

Learn to spot fake news

If you're looking into a topic for homework ora

project, be careful not to get taken in by fake
news: content that's deliberately created to

| mislead people. Check the story with credible

sources, like the BBC or Sky News. Trust your
instincts, too - if it seerns too unbelievable to

ﬂ [Natior alOnlineSafety

Be smart with screen time

Too much screen time, especially just before
bed, can affect your quality of sleep. Losing
sleep, or not sleeping well enough, messes

| with your concentration and energy levels. Try

muting netifications so you don't get pinged
late at night: you'll feel fresher and more
focused the next day.

React well to inappropriate content

When you're researching something online,
there's always a chance of finding content that
makes you feel uncomfortable or upset. If this
happens, you can report it as inappropriate
and (hopefully) get it taken down. Tell a trusted
adult what happened: they’ll help you decide
what to do next.

Keep it ‘real’ with online friends

Everyone enjoys adding friends and followers
on social media. It's important, though, that
the people you interact with online really are
your friends. If they're just random people
you've connected with to increase your
contacts, you don't know if they could be trolls
or bullies (or worse).
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Users of this guide do so ot their own discretion. No liability is entered into. Curront as of the date of releass: 01.08.2021



THINK

¥ [HINKUKNOW

KNOW
VL / ONLINE SAFETY ACTIVITIES PACKS

The ThinkUKNow home activity packs include simple 15 minute activities you
can do with your child to support their online safety at home. Download your

pack here. Don't forget fo
https: / /www.thinkuknow.co.uk/parents /Supporttools /home-activity-work- use this as an
sheets/ opportunity to talk

about permission,
if using a photo of
others, being kind
and thinking about

§ hari ith others.
° Shoring imoges * sharing with others
*®

® Live streaming

These include fun activities, conversation starters and practical fips on fopics
such as:

® Cyber security online safety - we know that the coronavirus pandemic has increased
the risks that children face online. One of the reasons for this is that number of moderators
working fo keep users safe was dramatically reduced during ‘lockdown one’. The BBC
published an article about the risks o children online in relation fo selfharm. Young
people are extremely vulnerable when using the Internet and social media unsupervised
and content that is shared can have a significant impact on them. Read the full article
here: hitps: //www.bbc.co.uk/news /technology-55004693

® The Charlie Waller Trust have developed a resource to support parents
and carers with the issue of selFharm. The guide can be found here: hitps://

charliewaller.org/resources /coping-with-selfharm

® Managing social media - Over the past year, our lives have been disrupted
greatly and usual routines have changed for most of us. Whilst social media
can be an effective tool for staying connected to friends and family, it can also
be a place where negative language and imagery is regularly shared which can have
a negative impact on mental health and wellbeing. This booklet from Anna Freud aims
to highlight some key social media issues and offers advice and guidance on how to
minimise the impact of social media on mental health: https://www.annafreud.org/on-
my-mind/managing-sociakmedia

® Coping strategies - Children and young people can find this time of the academic year
overwhelming and it can be hard for them fo know how to cope. But distracting yourself
or doing something positive can really help. Childline have a space on their website
full of lots of activities to do with children when they are feeling low or overwhelmed.
To access these and the coping kit please click here: hitps://wwuw.childline.org.uk
toolbox/coping-kit
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TALKING TO CHILDREN AND YOUNG
PEOPLE ABOUT THEIR MENTAL HEALTH

Sometimes it can be difficult to know how to begin a conversation with your son or
daughter about their mental health and emotional wellbeing. Here are some useful
conversation starters from Young Minds that you could use.

Questions to ask your child

. Is there anything you want When was the last How can you

What things to talk about? fime you were very keep in touch
?rekYOU happy? with friends

ooking and family at

forward to?

the moment?
e.g. Facetime,

Whatsapp
What difficulties are
What can | do you facing now?
to help?

What things

would you _
like to do in Would it be

the future? helpful if we
planned each
day together?

Where is a
place you
feel safe?

Do you have
any worries
about the
coronavirus?

What have you enjoyed

What are you worried How do you about foday?

feel about things

about when you lie in bed
changing?

and can't sleep?

LOOKING FOR SUPPORT WITHOUT HAVING TO CALL?

YoungMinds new webchat service connects parents and carers with one of their advisors
and helps you find the information you need to support your child’s mental health.

Contact the YoungMinds Parents Helpline
www.youngminds.org.uk/webchat MINDS
fighting for young people’s mental health



WHERE CAN | SEEK SUPPORT FOR MY CHILD'S
MENTAL HEALTH AND EMOTIONAL WELLBEING?

NSPCC National Domestic Abuse Helpline
0808l 8?0 ?000 0808 2000247
{24 heus|  a

Mind | , Victim ! upport
0300 123 3393 _ - 808 168 2111

(Mon-Fri @ - 6pm) _ Y (24 hours)

. . =
Cruse Bereavemen ; V4 . B ﬁ Childline
= | gt > °

0800 808 1677 : : 808 1111
{Mon-Fri 2 - 5pm| (24 hours)

Action on Elder Abuse Respect - Men'’s Advice Line

0808 808 8141 ' 0808 801 0327
[Monri @ - 5pm) : [MonFri 9 - 8pm)

Samaritans b National Centre for

116 123 Domestic Violence
(24 hours) 0207 186 8270




y with their children, should they
satoty.carm foe furthor guides, hints and tips lor odults,

What Parents and Carers Need to Know About...

© ROCKETLEAGUE

it League is a Free-to-play multiplayer vehicle football %ame‘ It was developed by Psyonix, now part of the
mﬂnﬂ'ltfu hich also includes Fortnite and Gears of War). Rocket League is essentially a football game
i of ing, the players drive rocket-powered cars. The game was a surprise hit that took the
irst released in 2015. Rocket League is available for the Xbox One, Xbox Series X,
PlayStation 5, Nintendo Switch, Windows PC, MacOS al

Age Restriction

PEGI3

Use Parental Controls

llwﬂddﬂd into the
P!rnrlk mmﬂymum 9‘:.“1.

IHA..u.

then, to talk with your ch af
mmmmmmwwmumwm
their Rocket Lengue ‘career’.

Monitor Gaming Time

wammmwdtmmmmcmm
Rocket League. unmumhd‘r

crucial, however: it's easy to lose track
(wonlormm),wmm mo'wnwonimn
more games. Helping your to balance their:
with their homework, chores and other octivities u
in time management.
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Meet Our Expert

Clare Godwm {aka Lun'.;w\oli} has wclﬁmd as an oditor and pumullst |n the gaming industr
since 20 with o) 1 gaming guides. She is the
owner M lunu rwolf Gaming and is (.lmenlry wbrkun on various gammu rd-lamd propects
including game development and writing non-fiction books. With experience in esports and
content creation, Clare hos seen the benefits and drawbacks of all aspects of gaming.

@ www.nationalenlinesafety.com , @natonlinesafety
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Stay Aware of Spendlng
Free-to- can bacome meney sinks without
children ﬁrpowodmiﬂ.mhmywdon‘thm
ar r child's

1L ol
con be eamed nrhouglnwllhndmow
encourage your child to use their earned credits first before

me'wuuwhrnup.
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Encouragde Regular Breaks

[ /nationaloniinesatety
of the date of release: 08.09.2021
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" on any social media platForrn you'll often come across links to genuine-looking websites. They might include an excfusn.re oFFer for |

one of your favourite shops or invite you to complete a quiz in return for a particular reward. In some cases, clicking on these links -

takes you lo a Fake website where you are asked to provide your personal details. The whole enterprise is a ploy to capture sensitive |
details, such as uour email address and password, which the scammers then wpl‘ont at your expense.

oty, we believe i ing parents,
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~ Clickjacking for fake rewards Threats disguised as quizzes

Most quizzes on social media seem

Here, the attacker tries o lure you mlc
clicking a link by offering something in
retumn, such as a free gift for complétin c
survey. However, when the link is click
collects the details of whoever fills out lhe
survey. This might include full names,
addresses, phone numbers and email
addresses, Scammers could use these to

o your other accounts or simply sell

55, but many come with hidden
threats. When you submit your answers,
you're also agreeing to terms and conditions
which - in some cases - allow the quiz
developer to sell your details to third parties.
This puts you at greater risk of phishing
attacks and spam advertising emails. Tt
might also give the app permiission to use
information from your profile.

hacl
your data to other criminals.

Untrustworthy URLs

Sams cybercriminals design software that mimon on sockal media for URLs in
pears genuine or helpful (and is normally posts to be shortened (to meet Twitter's
rr(.-e] but has been created to steal your == T 7 imm  character count, for instance). This may
personal information. There may be a seem harmiless, ‘but it opens an avenue of
pop-up ad mouruglng you to downlood attack for scammers who be
and install the app. Once the app is disguising a malicious link as legitimate.
downlooded, the attocker can see any 1 These links can install makhware on the
credentials enter, and could . device, which could lead to
hen use this information for their own gain. passwords being stolen or even be the
precursor to ransomware attacks, oy

Maiicious app downloads

1]

Ang!er phishing scarns

' ' e
‘Payment first’ scams

Prm!antonsne.sun.husnﬁ these Using a fake corporate soclal media

scams have spread to Focebook sinc account, the scammaer pretends fU be from

added the Marketplace feature. A user lists customer services. When someon

umtemfor'ulennd requests nent up complains about customer ‘.oruu;eon

front. Mo:lcnhne'lares work this way, T social m the fake account messages

;ne crucial c{lﬂerg:cv&l:sl mrt'dxmn;ers :Ia'k lhedm a'h]ng f:c their mmrm"i ph nrm:‘er
for payment via 5 family ~ and email, If the user provides this info,

not goods and services. This means YOUCG"“ are directed to a fake website where ‘M'fw

dispute the payment: the scammer l.nofs enter their login details. The attacker can

your money, and you never receive th III then steal their cred s orinfect their

device with malware.
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Meet Our Expert
Formed in 2018, KryptoKioud provides cyber security and resilience
solutions to its customers. With offices in the UK, the com pany

offers rr sefvice cyber
secuuly monitoring and testing, risk audit, threat intelligence and

incident response.

@ www.nationalonlinesafety.com , @natonlinesafety n [NationalonlineSafety @ @nationalonlinesafety
i af the d 15.08.2021
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